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Industrial enterprises are failing to connect the short-term and long-term or find the talent to do 

so. However, the standout leaders are finding both immediate and strategic value for their 

businesses, their people, and the environment. Too many expect their transitions to get easier 

over the coming years. Our data and enterprise stories show that it will get harder, but that 

there are immense opportunities now and for the future.

Sustainability, AI, and new skills are three generational transitions for industry that also offer 

immediate opportunities. Strategic transition plans and day-to-day management must both 

embed and enable short-term and long-term objectives to work together effectively to address 

the climate emergency and regulation, keep pace with competitors adopting digital and 

emerging technology, respond to cost pressures, and find new talent that views the industrial 

sector as low-tech and unsustainable. Changing that image is well within reach, however, as 

this report hopes to show.

To gauge the pulse of the industrial sector’s present and future, in partnership with 

GlobalLogic, we surveyed 102 C-level and senior executives from industrial firms with over $1 

billion in annual revenue, across various sectors including automotive, aerospace, chemicals, 

energy and utilities, and construction. Our comparison of today’s priorities with those leaders 

anticipate for two years from now reveals a clear disconnect between the present and the 

future, which is reflected throughout the data and enterprise stories in this report. But the 

brightest prospects in industry are rising above.

Industrial executives will always have to balance efficiency and competitive pressure with long-

term transitions. A lack of skilled talent, however, creates a cascading effect of barriers that 

include cybersecurity, data, and processes, as well as crafting strategies and business cases. 

These challenges need clear transition planning, clearer goals, and new operating models to 

link the present and future value of sustainability and AI.
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Generational transitions 

like AI and sustainability 

are happening now, so 

stop naively waiting

Efficiency and optimization will always be critical, 

especially for the industrial sector, as will keeping 

pace with the competition. Yet, executives seem 

to think that in two years, they’ll be under less 

pressure to be frugal and agile and more able to 

focus on strategic priorities. That will not be 

the case.

The present priorities, unsurprisingly, include 

efficiency and “keeping pace with the 

competition and trends” at the top of mind. 

However, these priorities drop in importance for 

the future (see Exhibit 1) when more strategic 

priorities like new business models and revenue 

streams emerge. AI for optimization remains a 

top priority, albeit with a jump in importance 

within two years; at least most realize AI is here 

to stay. AI is expected to cement itself as the top 

priority within two years.

Nearly half (46%) of organizations currently 

prioritize “reducing operational costs” in their top 

three priorities, but this drops to just 35% within 

two years. In its place, “AI adoption and 

operational optimization” takes the top spot in 

priority-one votes. The path to competitive 

advantage will always, to some extent, run 

through efficiency gains; it’s unmistakable that AI 

will play a major role in both efficiency and 

strategic planning.

“Keeping pace with competitors” falls from third 

to sixth place, while “driving new revenue 

streams” moves to third place and, in the minds 

of executives, marks a shift from following to 

leading. But competition will always be there, and 

it will certainly create pressure for new revenue 

streams and business models.

Exhibit 1: Executives are kidding themselves if they think efficiency will be a much 
lower priority in two years. Connect the short and long term!

Sample: 102 survey participants 

Source: HFS Research, 2025
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Don’t let a lack of skilled 

talent for AI create a 

cascading list of barriers

We know AI in its best form can help address 

persistent challenges for industrial enterprises, 

including operational efficiency and cost 

pressures, competitive threats, sustainability 

opportunities and mandates, workforce capacity, 

and skills gaps.

But nearly half of executives identify the lack of 

internal skills and expertise as a major barrier to 

deploying AI at scale (see Exhibit 2). 

Organizations also struggle to identify high-

impact use cases (45% cite this as a top 

challenge) and cannot properly assess data 

readiness (42% face issues with poor data 

quality or accessibility). As much as talent 

prevents the widespread adoption of AI, it also 

affects the ability of firms to achieve the 

immediate efficiencies and optimization that AI 

and emerging technologies promise. Later, we’ll 

cover enterprise stories of success and failure.

Barriers also cluster around governance and risk 

in the absence of talent, with 47% flagging 

cybersecurity, privacy, and regulatory concerns 

as paramount. This regulatory anxiety, combined 

with the skills deficit, means organizations have 

the budget and technology for AI, likely executive 

and workforce buy-in too, but lack the expertise, 

confidence, and processes to move forward.

There is a need for deeper operating model 

transformation that enables effective human–AI 

collaboration and addresses the lack of 

frameworks for how people and machines work 

together.

Exhibit 2: An acute talent crisis, security concerns, and inability to identify high -
impact use cases could derail AI transformation

Sample: 102 survey participants 

Source: HFS Research, 2025

Q. What are the top 3 challenges in implementing AI (GenAI, AI agents, or Agentic AI) across your 

organization? 
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High implementation and maintenance costs

Resistance to change within the organization

Difficulty integrating new technologies with legacy systems

Limited availability of trusted technology partners
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Legacy integration 

remains the biggest drag 

on next-gen 

transformation

Beyond AI, we also looked at other advanced 

and emerging technologies (see Exhibit 3). 

Nearly half (49%) of organizations identify 

integrating new technologies with legacy systems 

as their greatest barrier to deploying advanced 

digital technologies. Talent troubles won’t help 

here either.

Technical debt—and the broader enterprise debt 

spectrum we often cover at HFS across data, 

strategy, culture, skills, and process—traps 

companies between the promise of technology 

and their existing infrastructure.

But legacy systems aren’t just technical debt; 

they’re also a sign of limited readiness to support 

the new, “intelligent,” connected operating 

models required for technologies like agentic AI. 

Instead of adding complexity into existing 

systems, organizations should focus on their 

overall strategic transitions that, again, connect 

short-term value and longer-term vision—

modernizing architecture, governance, and 

workflows—to enable adaptive and collaborative 

systems that create new forms of value now and 

well into the future.

Exhibit 3: Technical debt has become the ultimate digital quicksand

Sample: 102 survey participants 

Source: HFS Research, 2025

Q. What are the top 3 challenges in implementing advanced digital technologies (Cloud, Robotics, 

Digital Twins, etc.) across your organization?
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Difficulty integrating new technologies with legacy systems

Cybersecurity, privacy, or regulatory concerns

Lack of internal skills or expertise to deploy AI at scale

Poor data quality or accessibility

High implementation and maintenance costs

Unclear ROI or business case for investment

Inability to identify high-impact use cases

Resistance to change within the organization

Limited availability of trusted technology partners

https://www.hfsresearch.com/research/sustainability-six-debts/
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Lack of skills, unclear 

goals, and weak 

measurement continue to 

sink key initiatives

Cementing the talent challenge is that 51% of 

companies cite skills gaps as the primary reason 

their AI and advanced technology initiatives fail or 

underperform (see Exhibit 4). Forty-three percent 

(43%) lack clear objectives for their 

implementations, while 42% have no meaningful 

metrics to measure success. Organizations are 

launching into whatever their transformation is 

supposed to look like essentially blind and 

without the people to execute, the vision to 

guide, or the instruments to navigate.

Exhibit 4: Most transformations fail because of poor planning, unclear goals, and a 
lack of talent to execute them effectively

Sample: 102 survey participants 

Source: HFS Research, 2025

Q. What were the reasons for a recent AI or advanced technology implementation being 

delayed or falling short of expectations? 
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Skills gap to deploy

Lack of clear objectives

Unclear metrics to measure success

Limited budget

Unrealistic timeline expectations

Competing priorities

Insufficient resources

Lack of management buy-in
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Industrial workforces face 

a capability cliff—and 

current programs aren’t 

closing it

When considering workforces specifically, half of 

our surveyed leaders said companies lack 

structured upskilling and reskilling programs 

when they need them most, and 42% cannot find 

talent with essential digital and AI skills (see 

Exhibit 5). Without training programs, employees 

cannot develop the necessary capabilities, and 

without access to talent in the market, the 

workforce grows increasingly anxious about its 

future relevance (36%).

Returning to the lack of clear plans and goals, 

35% admit they have no proven frameworks for 

how humans and machines should work 

together. Industrial employees remain uncertain 

about their future roles, further fueling the 

resistance and anxiety.

The energy sector is an example from our prior 

research, which often sees innovation teams 

across time horizons disconnected from one 

another—and from the wider corporate strategy.

AI is delivering industrial 

value in maintenance, 

supply chain, design, 

quality, and efficiency 

We asked for example stories from our 102 

executives for AI successes. All show templates 

for immediate efficiency and a vision of an AI-led 

future for industry:

• Machine learning models predicted 

equipment failures before they occurred, such 

as drilling rig tool breakdowns and pump 

malfunctions, cutting downtime by up to 80%.

• In logistics, predictive analytics flagged raw 

material shortages months in advance and 

rerouted deliveries around storms, preventing 

costly delays.

• Generative design and digital twins enabled 

breakthroughs like a 40% lighter satellite 

bracket manufactured in a single print and 

packaging designs that reduced material 

waste.

Exhibit 5: The workforce transformation crisis is real, where the solution itself has 
become the problem

Sample: 102 survey participants 

Source: HFS Research, 2025

Q. What are the top 3 challenges in reinventing your workforce strategy to address your organizational priorities? 

50%

42%

36%

35%

34%

30%

28%

25%

19%

Lack of structured upskilling and reskilling programs

Shortage of talent with relevant digital or AI skills

Resistance to adopting AI tools among the workforce

Lack of proven models for human-AI collaboration

Limited budget for workforce development

Difficulty balancing automation with job security concerns

Insufficient leadership alignment on workforce transformation

Unclear measurement of productivity and skill development outcomes

Difficulty attracting and retaining top talent in key technical roles

https://www.hfsresearch.com/research/energy-innovation-clarity-known-unknown/
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• Quality and safety also improved, with 

computer vision detecting microfractures in 

welds and NLP mining safety reports to 

uncover valve maintenance risks.

• AI-optimized energy consumption in smart 

grids by balancing demand, and paint booth 

climate control reduced energy use by 18% 

without compromising quality.

These use cases mark the early stages of 

agentic AI through human-in-the-loop 

orchestration, where agents act contextually 

under human oversight.

Industry sees itself as a 

career dead-end: where 

skills are undervalued, 

growth stunted, and 

innovative potential 

suppressed

We asked exactly why talent might not be 

available for industrial enterprises to augment 

their existing, experienced workforces or to 

bridge the operating and digital technology divide 

(the proverbial IT-OT divide).

Over half of executives (58%) think that their 

targeted talent views their industry as offering 

limited to no support for employee career mobility 

(see Exhibit 6). The industry also has a 

perception of a lack of innovation (48%) and 

underpay for skills compared to other 

sectors (46%).

Industry has failed to 

communicate or create 

meaningful career 

pathways

Clear plans and goals for technologies like AI and 

challenges like sustainability and the transition to 

clean energy are still lacking. We explore the 

importance and lack of climate transition 

planning here.

This perception matters enormously in an era 

where top talent gravitates toward companies 

and sectors that promise cutting-edge work and 

continuous learning opportunities. Take our 

experience of the oil and gas industry and its 

decade-long talent challenge, here.

Exhibit 6: Industries are seen as places where careers plateau, innovation dies, and 
market -rate compensation remains perpetually out of reach

Sample: 102 survey participants 

Source: HFS Research, 2025

Q. In your view, how does the talent you most want to attract view your industry? 

58%

48%

46%

37%

31%

28%

27%

24%

Limited to no support for employee career mobility

Limited to no innovation

Compensation for skills and talent is lower comparedto other industries

Highly conservative thinking

Highly innovative environment

Supports employee upward career mobility

Compensation for skills and talent is higher compared to other industries

Highly progressive thinking

https://www.hfsresearch.com/research/transition-planning-regulation/
https://www.hfsresearch.com/research/energys-talent-crisis/
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The talent gap goes 

beyond missing AI skills; it 

reflects a broader 

workforce transition

As seasoned experts leave the industry, these 

traditional industrial roles don’t draw new talent, 

creating a structural challenge that makes 

technology like agentic AI and shifts like 

sustainability particularly relevant. They can help 

bridge the divide through intelligent automation 

and new image creation for industrial sector 

companies.

Instead of focusing solely on upskilling or 

reskilling, there is a need for deeper operating 

model transformation that enables effective 

human–AI collaboration and addresses the lack 

of frameworks for how people and machines 

work together.

Industry is struggling to integrate 

sustainability and clean energy into its core 

business, which also turns off talent

Demand for sustainability and clean energy 

practices exists, and people are largely on board; 

what’s missing, say our 102 industrial executives, 

is affordable capacity, access to clean power, 

and tangible evidence of returns.

High upfront cost (54%) is a top barrier, as is 

limited access to renewable energy (48%), and 

unclear return on investment (ROI) measurement 

(40%), followed by regulatory complexity (37%) 

and technology maturity (35%).

Areas that are less problematic suggest that 

industry executives feel the processes and 

technologies are there, but they just can’t win the 

argument and embed sustainability into 

strategies and operations. Supply-chain gaps 

(28%) and organizational silos (21%) matter, and 

classic blockers like capital competition (17%), 

internal resistance (12%), and weak customer 

demand (8%) are comparatively minor.

Exhibit 7: Costs, access, and ROI clarity are the real blockers in scaling 
sustainability

Sample: 102 survey participants 

Source: HFS Research, 2025

Q. What are your main challenges in integrating sustainability and clean energy practices into your core business strategy? 

54%

48%

40%

37%

35%

28%

21%

17%

12%

8%

High upfront costs for sustainable technologiesand infrastructure

Limited access to renewable energy sources

Lack of precise sustainability ROI measurement

Difficulty meeting regulatory and compliancerequirements

Technology maturity or availability issues

Supply chain limitations in sourcing sustainable materials

Organizational silos are limiting the sustainability being embedded

throughout the enterprise

Competition for capital with other strategic priorities

Internal resistance to sustainability-driven changes

Limited customer demand or willingness to pay forsustainable products
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Sustainability succeeds 

when aligned with 

efficiency, profitability, and 

culture, with practical, 

scalable changes

Success across the enterprise leaders we 

surveyed often came not from standalone 

gestures but from practical, scalable changes 

that created value for multiple stakeholders—

again, connecting immediate value and 

outcomes with meeting strands of the broader 

sustainability systems change (see our separate 

outline).

Digital tools like predictive maintenance that cut 

energy use by 30%, AI-driven flight planning 

reducing fuel by 8%, and smart water sensors 

slashing losses by 30% show how data and 

automation deliver measurable impact.

Circular economy approaches also stood out: 

reusing steel from demolished buildings, 

refurbishing EV batteries for grid storage, and 

closed-loop recycling with suppliers created both 

cost savings and environmental benefits.

Extending these efforts beyond internal 

operations proved critical, from providing 

customers with software to manage energy use 

to persuading suppliers to repurpose end-of-life 

materials.

Finally, embedding sustainability into brand 

identity and workforce culture attracted talent, 

reduced attrition, and inspired innovation, 

underscoring that lasting progress comes when 

green practices strengthen both business 

performance and purpose.

Many of these practical, scalable changes, like 

predictive maintenance, water sensors, and flight 

planning, are also signs of early agent-led 

workflows. These are not just efficiency wins but 

glimpses into “agentic orchestration” delivering 

measurable sustainability outcomes.

But industry must stop 

falling into sustainability 

pitfalls and leaving value 

on the table

Executives reported that sustainability projects 

frequently stall due to fragile supply chains, 

shifting regulations, and technology-performance 

gaps, as well as cultural and financial barriers 

inside organizations.

External factors, through supply chains and 

regulations, included the inability to secure 

reliable, sustainable materials—such as recycled 

plastics, cobalt for electric vehicle batteries, or 

sustainable aviation fuel—as a key obstacle. At 

the same time, regulatory delays (e.g., 

“byzantine” aircraft certification or waste-to-

energy approvals) made planning risky and slow.

When considering technology, even when they 

showed promise, tech often underperformed in 

practice, like cobalt-free batteries degrading too 

quickly or bio-surfactants failing on shelf life.

Internally, projects faltered when middle 

management lacked incentives, employees 

resisted behavioral changes, or customers 

rejected eco-friendly alternatives that looked 

different or cost more.

Financial pressures also loomed large, with long 

payback periods, retooling costs, and premium 

pricing proving hard to justify.

Taken together, these experiences underscore 

that achieving sustainability requires not only 

technology and investment but also stable policy 

frameworks, resilient supply chains, cultural buy-

in, and financial models that balance long-term 

impact with short-term realities.

https://www.hfsresearch.com/research/systems-futureproof-sustainability/
https://www.hfsresearch.com/research/systems-futureproof-sustainability/
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The Bottom Line: Industry must 

immediately begin building the 

structures that enable sustainability, 

talent, and technology to coexist in 

strategy and daily operations. It’s a 

leadership imperative, not just a 

systems issue.

Executives will never not have to link the short-term and long-term. They need the 

talent, goals, and plans to link the two.

The data and stories of industrial executives point toward a present failure to plan 

transitions for sustainability, AI, and the talent they’ll need to address both.

That alignment starts by aligning the senior leadership team on the long-term 

trajectories and goals. With those trajectories aligned throughout the company 

and down to daily operations and innovation teams. With clear outcomes and 

messaging that show the current and future workforce that your enterprise is part 

of the sustainable and technology-based future system… before it’s frantically 

forced to react to others who lead instead.
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HFS Research author

Josh is the Practice Leader for Sustainability at 

HFS Research. As an "activist analyst," Josh 

focuses on making an objective and emotive 

case for sustainability. He founded Critical Mass 

for Sustainability Through research, consulting, 

and convening partnerships, aiming to move us 

toward the positive tipping points that the global 

context needs. A critical mass that pulls policy, 

consumer behavior, and business into alignment 

with the 17 UN Sustainable Development Goals.

Josh Matthews
Practice Leader
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About HFS

INNOVATIVE

INTREPID

BOLD

www.hfsresearch.com

www.hfsresearch.com

hfsresearch

hfsresearch

www.horsesforsources.com

www.horsesforsources.com

HFS Research is a leading global research and advisory firm helping 

Fortune 500 companies through IT and business transformation with bold 

insights and actionable strategies.

With an unmatched platform to reach, advise, and influence Global 2000 

executives, we empower organizations to make decisive technology and 

service choices. Backed by fearless research and an impartial outside 

perspective, our insights give you the edge to stay ahead.

www.horsesmouthpodcast.com

www.horsesmouthpodcast.com 

http://www.hfsresearch.com/
https://www.linkedin.com/company/hfs-research/
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